NTP - synchronisation of servers
· The synchronization subnet can reconfigure if failures occur, e.g.

· a  primary that loses its UTC source can become a secondary

· a secondary that loses its primary can use another primary

· Modes of synchronization:

· Multicast 

· A server within a high speed LAN multicasts time to others which set clocks assuming some delay (not very accurate)

· Procedure call

· A server accepts requests from other computers (like Cristian's algorithm). Higher accuracy. Useful if no hardware multicast. 

· Symmetric 

· Pairs of servers exchange messages containing time information

· Used where very high accuracies are needed (e.g. for higher levels)

Messages exchanged between a pair of NTP peers
· All modes use UDP

· Each message bears timestamps of recent events:

· Local times of Send and Receive of previous message

· Local times of Send of current message

· Recipient notes the time of receipt Ti ( we have Ti-3, Ti-2, Ti-1, Ti)

· In symmetric mode there can be a non-negligible delay between messages

Accuracy of NTP
· For each pair of messages between two servers, NTP estimates an offset o, between the two clocks and a delay di (total time for the two messages, which take t and t’)

Ti-2 = Ti-3 + t + o and Ti = Ti-1 + t’ - o
· This gives us (by adding the equations) :

di = t + t’ = Ti-2  - Ti-3 + Ti  - Ti-1 

· Also (by subtracting the equations)

o = oi + (t’ - t )/2 where oi  = (Ti-2  - Ti-3 + Ti-1  - Ti)/2

· Using the fact that t, t’>0 it can be shown that 

oi - di /2 ≤ o ≤ oi + di /2 .

· Thus oi is an estimate of the offset and di is a measure of the accuracy

· NTP servers filter pairs <oi, di>, estimating reliability from variation, allowing them to select peers 

· Accuracy of 10s of millisecs over Internet paths (1 on LANs)
