Five phases in performing a request
· issue request

· the FE either

· sends the request  to a single RM that passes it on to the others 

· or multicasts the request to all of the RMs (in state machine approach)

· coordination

· the RMs decide whether to apply the request; and decide on its ordering relative to other requests (according to FIFO, causal or total ordering)

· execution

· the RMs execute the request (sometimes tentatively)

· agreement

· RMs agree on the effect of the request, .e.g perform 'lazily' or immediately

· response

· one or more RMs reply to FE. e.g.

·  for high availability give first response to client. 

· to tolerate byzantine faults, take a vote

Group communication
· process groups are useful for managing replicated data

· but replication systems need to be able to add/remove RMs 

· group membership service provides:

· interface for adding/removing members

· create, destroy process groups, add/remove members. A process can generally belong to several groups.

· implements a failure detector (section 11.1)

· which monitors members for failures (crashes/communication),

· and excludes them when unreachable

· notifies members of changes in membership

· expands group addresses 

· multicasts addressed to group identifiers, 

· coordinates delivery when membership is changing 

· e.g. IP multicast allows members to join/leave and performs address expansion, but not the other features

